TRIBAL [SAC

INFORMATION SHARING & ANALYSIS CENTER

Privacy Policy for Tribal-ISAC

Last Updated: 12/20/2025
Original Effective Date: 12/20/2025

This Privacy Policy explains how Tribal-ISAC ("Tribal-ISAC," "we," "us," or "our"), collects, uses,
discloses, and protects information from individuals ("Users" or "you") who engage with our
services, including events, membership portals, marketing, webinars, meetings or any other
interaction or service we may provide.

Introduction

The Tribal Information Sharing and Analysis Center (Tribal-ISAC), a division of not-for-profit
Tribal Share, Inc., is the platform for cyber threat information sharing, threat prevention,
protection, community response, and a managed and trusted collaboration with other
government agencies and industry ISACs for the nation’s tribal governments and their
operations and enterprises. The Tribal-ISAC provides a safe and secure environment for the
nation’s federally recognized sovereign Native American tribal governments, all of their
operations and enterprises, including Alaska Native communities, villages and organizations to
share and mitigate security threat information, to share best practices, and is the conduit for
security information sharing among Tribes.

The mission of the Tribal-ISAC is to improve the overall security posture of Tribes with an
emphasis on cyber security, but including all-hazard threats and risks. Collaboration and
information sharing among members, with trusted managed sharing between other industry
ISACs, the U.S. Department of Homeland Security (DHS) and private sector partners are the
keys to success.

Tribal-ISAC has membership from Native American and Alaska Native communities
representing Tribal Government, Tribal Healthcare, Gaming/Hospitality and a variety of diverse
tribal owned and operated enterprises (“tribes”). Tribal-ISAC connects tribes to one another
while providing Tribal-ISAC Members with access to a variety of valuable security and threat



information. We are a membership organization, an event management organization and an
information sharing platform.

By joining as a Tribal-ISAC Member, or by registering and participating in any of our events or
services, you are giving permission for Tribal-ISAC to both share your information and send you
information relevant to the industry. To those joining or participating from a tribe or tribal
enterprise/corporation, the personal information we collect and share and how we handle and
secure it is further defined in your individual membership agreement, which can be found on the
Tribal-ISAC website (https://tribalisac.org/). To our vendor supporters and sponsors, we believe
you aim to serve, support and connect with the tribal community and therefore we may collect
and share information such as your name, company, and additional contact information
including email, phone and mailing address.

Tribal-ISAC respects your privacy and is committed to protecting your personal data. This
privacy policy will inform you as to how we look after your personal data when you visit our
website (regardless of where you visit it from), handle your personal data in connection with any
of our events, membership, services or our websites (tribalisac.org), and tell you about your
privacy rights..

This privacy policy aims to give you information on how Tribal-ISAC collects and processes your
personal data when you engage with us through multiple channels including use of our
website(s), event, webinar or Tribal-ISAC Member registration, subscribe to our
communications, sign-up for or request information about our products or services, or take part
in an event, meeting or webinar.

It is important that you read this privacy policy together with any other privacy notice we may
provide on specific occasions when we are collecting or processing personal data about you so
that you are fully aware of how and why we are using your data. This privacy notice
supplements the other notices and is not intended to override them.

1. Who This Policy Applies To

This policy applies to all forms of engagement with Tribal-ISAC, including but not limited to:

e Event Attendees: Individuals registering for or attending our Onsite Events
(conferences, trade shows, meetings, summits) OR Virtual Events (webinars, podcasts,
group meetings, online events).

e Members: Individuals or entities (Tribal-ISAC Members) who pay for Annual
Membership and access to the online portal and resources.

e Vendors/Exhibitors/Sponsors: Companies and their representatives who attend our
events, purchase event space or donate to and/or sponsor the Tribal-ISAC

e Online/Website/Portal Users: Anyone accessing our websites, community forum,
virtual platforms, or online member portal.

2. Information We Collect



We collect Personal Information (PI) when you voluntarily provide it to us and automatically as
you interact with our services.

A. Information You Provide Voluntarily (PI)

Category of
Information

Source/Activity

Purpose of Collection

Contact Data

Event Registration,

Membership Sign-up, Site

Registration, Contact
Forms, Direct Outreach,
Surveys, Event Badge
Scanning

To fulfill the contract (provide access to
services), communicate updates,
member portal updates and adds, and
for marketing.

Professional Data

Registration, Member
Profile and Account
Creation, Surveys

To verify membership eligibility, facilitate
networking, validate and update account
information

Payment Data

Event Registration,
Membership Renewal,
Sponsorships, Vendor
Booth Fees, Online
Invoice Payment

To process transactions and fulfill
contractual obligations. (We use
third-party payment processors; we do
not store full credit card numbers).

Content &
Communications

Online Portal Postings,
Surveys and Responses,
Feedback Forms, Email
Inquiries

To operate and update the member
portal, respond to your requests, and
improve our services.




B. Information Collected Automatically

Category of Source/Activity Purpose of Collection

Information

Usage Data Website, Member To analyze site usage, understand user
Portal, Virtual Events behavior, and optimize performance.

Device & IP Website/Virtual Platform | To protect our systems from fraud, analyze

Data geographical trends, and comply with security

requirements.

Tracking Data
(Cookies) and
device/session
data

Website

To remember your preferences, deliver
targeted advertising, and enable third-party
analytics (see “a. Cookies” below).

a. Cookies

You can set your browser to refuse all or some browser cookies, or to alert you when websites
set or access cookies. If you disable or refuse cookies, please note that some parts of this
website may become inaccessible or not function properly.

b. Types of cookies used by the Website(s)

The Website(s) may use the following types of cookies:

e Browsing or session cookies, which are strictly necessary for the Website’s operation,
and/or to allow you to use the Website’s content and Services.




e Analytics cookies, which allow Tribal-ISAC to understand how users make use of the
Website, and to track traffic to and from the Website.

e Function cookies, which are used to activate specific Website functions and to configure
the Website according to your choices (e.g., language), in order to improve your

experience.

e Profiling cookies, which are used to observe the preferences you reveal through your
use of the Website and to send you advertising messages in line with those preferences.

Tribal-ISAC may also use third-party cookies — i.e. cookies from websites / web servers other
than the Website, owned by third parties. These third parties will either act as independent data
controllers from Tribal-ISAC regarding their own cookies (using the data they collect for their
own purposes and under terms defined by them) or as data processors for Tribal-ISAC
(processing personal data on Tribal-ISAC’s behalf). For further information on how these third
parties may use your information, please refer to their privacy policies:

e Google: Google Privacy & Terms for Advertising and Google Privacy Policy

3. How We Use Your Information (Purposes)

We use your Personal Information based on the service you are engaging in:

Service/Activity

Specific Data Use

Legal Basis
(General)

Events (Onsite &
Virtual)

Processing registration, issuing badges/access
codes, and sharing Attendee List (Name, Title,
Organization, email) with Sponsors and
Exhibitors (unless you opt-out).

Performance of
Contract /
Legitimate Interest

Membership Portal

Creating and maintaining your Member Account
Profile and sending Member-exclusive content.

Performance of
Contract

Marketing Services

Using Contact and Professional Data to deliver
targeted advertising, news, daily and monthly
cyber threat reports, and promotional emails
regarding our services or our sponsors'
services.

Consent / Legitimate
Interest



https://policies.google.com/technologies/ads
https://policies.google.com/privacy

Business Billing, auditing, internal reporting, and Legal Obligation /
Operations compliance with legal obligations. Legitimate Interest

4. Sharing And Disclosure Of Information (Third Parties)
We will share your Personal Information only in the ways described below:

A. Core Business Sharing

e Event Sponsors and Exhibitors: We share Contact Data and Professional Data of
event attendees with our event sponsors and exhibitors. You will be given a clear
opportunity to opt-out of this sharing during the event registration process.

e Service Providers: We use third-party companies to perform business functions on our
behalf. These include:

o Payment Processors ([e.g., Stripe, Bill.com, Quickbooks]).

o Event Management Platforms ([e.g., Cvent, Alliance, eShow, vFairs]).

o Email Marketing Platforms ([e.g., Microsoft Dynamics, Click Dimensions, YAMM,
Address Verification/Cleansing]).

o Virtual Event/Webinar/Podcast Platforms ([e.g., Teams, vFairs, Zoom, Google
Meet, PodBean]).
Marketing and Sales Services - outsourced through TribalHub
Surveys and Information Gathering (Jotform, Google Forms, Survey Monkey)

B. Legal and Corporate Sharing

e Legal Compliance: We may disclose Pl when required by law, such as to comply with a
subpoena or similar legal process, or when we believe in good faith that disclosure is
necessary to protect our rights, your safety, or the safety of others.

5. Tribal Data Sovereignty Acknowledgment

Tribal-ISAC is committed to respecting the principles of Tribal Data Sovereignty. We understand
that information concerning Tribal governments, Tribal enterprises, or Tribal members may be
considered sensitive and subject to Tribal laws, policies, and customs.

e Survey/Training Data: Data, reports, or findings generated during surveys or training
services provided to a Tribal entity are the sole property of that Tribal entity. Tribal-ISAC
will handle this data in accordance with the specific contractual agreements (e.g.,
Individual Membership Agreement or separate Non-Disclosure Agreements) established
with the Tribe, which typically supersede this general policy.

e Data Minimization: We strive to collect only the minimum Pl necessary to deliver our
contracted services to Tribal entities.



http://bill.com

6. Data Security And Retention
A. Security Measures

We implement a variety of technical and organizational security measures to help us protect
your PI from unauthorized access, disclosure, alteration, or destruction. These measures
include Access Control and Identity Management on sensitive databases, required Multi-Factor
Authentication (MFA) for team members, employment confidentiality agreements with team
members and attention to cybersecurity practices.

B. Data Retention

We retain your Pl only for as long as necessary to fulfill the purposes for which it was collected,
including for the purposes of satisfying any legal, accounting, or reporting requirements.

¢ Membership Data: Retained for the duration of active membership plus a period after
cancellation deemed necessary and to facilitate easy re-enroliment.

e Transaction Data: Retained for as long as necessary to comply with financial and tax
laws.

e Marketing Contact Data: Retained during your known tenure with a relevant industry
organization or until you withdraw consent (unsubscribe).

7. Your Privacy Rights And Choices

Depending on your location and engagement with Tribal-ISAC, you may have the following
rights:

A. Access, Correction, and Deletion

You have the right to request access to the Pl we hold about you, request corrections to
inaccurate information, and request the deletion of your PI, subject to certain legal limitations
(e.g., legal or tax retention requirements).

B. Opting Out of Sharing

You have the right to opt out of the sharing of your Pl with third-party Sponsors and Exhibitors.
You can exercise this right:

e At any Event Registration: By checking the designated opt-out box on the event
registration form.

e Post-Registration: By emailing us at info@tribalisac.org with the subject line
"OPT-OUT OF VENDOR SHARING."

C. Marketing and Communications

You can opt out of receiving promotional emails from Tribal-ISAC by clicking the "Unsubscribe"
link located at the bottom of every marketing email. If for any reason the link is missing or not
working within a marketing email, you can opt out of future emails by emailing us at
info@tribalisac.org with the subject line "Unsubscribe." Please note that service-related



communications (e.g., membership renewal notices, security updates) are mandatory and
cannot be unsubscribed from.

D. Exercising Your Rights

To submit a request to exercise any of the rights described above, please contact us using the
information in Section 8 below.

8. Contact Information

If you have questions or concerns about this Privacy Policy, your rights, or our data handling
practices, please contact our Administrative Team at:

Tribal-ISAC
Attn: Administrative Team - Privacy Questions and Concerns
5220 Lovers Lane, Suite 120
Portage, Ml 49002
Email: info@tribalisac.org
Phone:(269) 459-9890

9. Changes To This Privacy Policy

We may update this Privacy Policy from time to time. The "Last Updated" date at the top of this
page indicates when the Policy was last revised. We will notify you of any material changes by
posting the new Policy on this page and/or through a prominent notice on our website or via
email.
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